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OpraHU3anuH J0N0JHHTEILHOro 00pa3oBaHusi

IlenTp A€TCKOro TBOp4YeCTBA

B coorBerctBuu ¢ Koncruryuueit PO, Genepanbubim 3akoHoM ot 27.07.2006 Nel149-03

uHpopmauun», DexnepanbHbiM 3akoHOM OT 27.07.2006 Nel52-®3 (pea. or 31.12.2017)
«O mnepcoHanbHbIX AaHHbIX», [locranoBnenuem IlpaButensctea P® ot 01.11.2012 Nelll9
«O6 yTBepxAeHUM TpeOOBaHWII K 3amIMTEe MNEPCOHAIbHBIX JaHHBIX NpU UX o00paboTtke
B MH(OPMALMOHHBIX CHUCTEMAX MEpPCOHabHBIX JaHHBIX», [Tpuka3zom ['octexkomuccun Poccun
ot 30.08.2002 Ne282 «CneuuasibHble TpeOOBaHUS MU PEKOMEHJALUU MO0 TEXHUYECKOH 3aiure
KoHpUAEHIMATbHON HHOpMalMK» TrocylapcTBEHHAsi TeXHUYecKas Komuccus», [Ipukazom
®CTOK Poccuu ot 18.02.2013 Ne21 (pea. ot 23.03.2017) «OO6 ytBepxknenuun CoctaBa
M COJEpIKaHMSI OpPraHM3alMOHHBIX M TEXHUYECKUX Mep no obecrieueHHI0 Oe30MmacHOCTH
[IEPCOHAJIHBIX JIaHHBIX NpU UX 00paboTke B MHGOPMALMOHHBIX CUCTEMax MEPCOHANIbHBIX
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MNOJIOKEHHUE
0 3amuTe HHpopmMauHH B MyHHUHNANBHOM 0KOI’KETHOM YUPEKACHHH —
OpPraHM3aulMH A0NOJIHUTEbLHOro obpasosanus LleHTp aerckoro TBopuecTsa

[. O6mue noI0KeHH.

I.1. Hacrosiuee ITonoxxenne paspaborano B paspadortano B coorperctsun ¢ Koncruryuneii PO,
MdenepanbHeiM  3akoHOM oT 27.07.2006 Nel49-®d3 (pen. or 02.12.2019) «O6 wunpopmaumu,
MHPOPMALIMOHHBIX TEXHOJOTUSAX U 0 3auute nHpopmaunny, PenepanbHbiM 3aKoHoM OT 27.07.2006
Nel52-®3 (pen. or 31.12.2017) «O nepcoHanbHbIX gaHHbIX», [TocTanosnenuem [lpaBurenscrsa PD
or 01.11.2012 Nel119 «O6 yrBepxknenun TpeOOBaHMN K 3aLUUTE MEPCOHANBHBIX JAHHLIX TPH HMX
obpaboTke B MH(OPMALMOHHBIX CHCTEMaxX MEPCOHANbHBIX AaHHbIX», IIpukasom I'ocrexkomuccun
Poccun ot 30.08.2002 Ne282 «CrneunanbHbie TpeOOBaHHS W PEKOMEHAALMH M0 TEXHUYECKOI 3aLunTe
KoH(UAEHLNAIbHONH MHPOPMALMKY) TOCYAAPCTBEHHAs TexHHuyeckast komuccus», IIpukazom ®CTOK
Poccun or 18.02.2013 Ne2l (pen. ot 23.03.2017) «O6 ytBepxnaenun CocrtaBa n couepikaHus
OpPraHU3aLMOHHBIX M TEXHHYECKUX Mep 1o obecriedeHHu0 0e30MacHOCTH MePCOHANbHBIX AaHHBIX MPH
nx obpaborke B HHYOPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX TaHHBIXY.

[.2. TlonokeHue peryaupyer mnoJUTHKY MyHHUMNAJIBHOIO OHOJUKETHOrO YUpeKAeHus —
OpraHu3aLMu JOMOJIHUTENbHOrO 0OpasoBanus LleHTp peTckoro TBopuecTsa (Hanee — YupexkieHue)
no 6e30macHOCTH WHPOPMALMOHHBIX M KOMMYHMKALMOHHBIX PECYpPCOB M TEXHOJOTHI M 0OLmii
NMopsiioK oOpalleHust ¢ JOKYMEHTaMM, COIep)KalUMH ClykeOHY0 MH(OPMALMIO OrpaHUHuEHHOIO
pacrpoCcTpaHeHHs U yCTAaHABJIMBAET:

- 00bexThl 3amuThl MHGOpMaLMK U cyObekTbl gocTyna K uHpopMauuu WHPOPMALHOHHBIX CHCTEM
1 PECYpCOB,;

- OCHOBHbIE Yrpo3bl MH(popmaunoHHOIi GezonacHocTh (manee — uHpoOpmalHMoHHas ©€30MacHOCTb)
Yupexnenus;

- OCHOBHbIE MPUHLMITBI TOCTPOEHHSI CUCTEMbI 3aLUThI HHGOpMaLUK YUpeKaeHus,

- Mepbl, METOABI M cpencTna obecnevenust HHGOPMALMOHHON Oe30MacHOCTH YupeKaeHHs.

1.3. Hacrosmee Ilonoxxenune paspaboraHo C LebIO YCTAHOBJIEHHsT HAUIeXkKALero nopsaka padoTn
M co3jaHue Oe30macHbIX YCIOBMH st OOyuyarOUMXCs M COTPYAHHKOB YHUPEKAEHHs, a TakKe
MCKJIKOYEHHs BO3MOXKHOCTH TMPOHMKHOBEHHUSI MOCTOPOHHHUX JIML, BbIHOCA MAaTEPHANIbHBIX LIEHHOCTEI,
MHBIX HapylUeHHii 00LeCTBEHHOTO MOPsAKa.

1.4, Tannoe IMonoxenne pasmernaercs Ha opuLMaibHOM caiite YupexaeHns B HHPOPMALIMOHHO-
TEJIEKOMMYHUKALIMOHHO# ceTn «UHTepHeT».

Il. O0bexThbI, MoAJeKALHE 3ALHTE.

2.1. B VYupexnenun oOpabarbiBaercs uHOpMaLMs, COAepiKallas CBEAEHHS OrpaHUYEHHOIO
pacrnipocTpaHenus (ciyxeOHast nHbOpMaLMs, MePCOHANIbHBIE JaHHbIE), M OTKPbIThIC CBEACHHS. 3auuTe



MOAJIEXKAT BCE MH(POPMALMOHHBIE CHCTEMbl YUpPEXAEHHUs, HE3aBMCUMO OT HMX MECTOHAXOXKIEHMS,
yuCALIMEcs: Ha OyXraaTepckoM yuere YupexaeHus.

2.2. OcHOBHbI€ 00BEKTbI, MOIEKALINE 3ALIUTE:
- MH(pOPMALMOHHBIE CHCTEMbl MepcoHaNbHbIX naHHbIX (nanee — MCIIMl), a Takxke OTKpbITas
(oOumenocrynuas) uHdpopmauus, Heobxoaumasi s paborbr Yupeskaenus, He3aBUCUMO OT (OpMbI
M BHIA €€ MPeCTaBIeHNU,
- npoueccel 00paboTku MHPOPMaLKHK B MHPOPMALMOHHBIX CHCTeMaX YuperieHus, HHPOpMaLMOHHbIE
TEXHOJIOTUH, PErJIaMeHThI 1 rpouenypbl cbopa, 00paboTku, XpaHeHHs U riepenavu nHPopMaLnm;
- nHpopMaLMOHHas MHPPACTPYKTypa, BKIKOYAKOLIAs CUCTeMbl 00paboTkM M aHanusza uHQoOpmarm,
TEXHUYECKHE U NMPOrpaMMHbIe cpencTaa eé 06paboTku, nepenayn 1 0ToOpaskeHUsi, B TOM YHCIIe KaHallbl
MH(OPMALIMOHHOrO 0OMEHA U TeIeKOMMYHUKALIMK, CUCTEMbI M CPEACTBA 3aLUUThl HH(POPMALIMH.

2.3. OcobeHHoCcTH 0OBEKTOB, MOJIEKALLNX 3AIUTE;
- obbenuHeHHE B EAMHYI0 CHCTEMY OOJBLIOrO KOJMYECTBA TEXHHYECKMX cpeactB obOpaboTku
1 repesadu nHpOpPMaLInH;
- HeoOX0AMMOCTb 0becneyeH s HenpepbIBHOCTH (PYHKLIMOHUPOBAHUS Y UupeKACHNUS,
- BbICOKAsl MHTEHCHBHOCTb MH(OPMALIMOHHBIX MOTOKOB;
- pa3HooOpa3ue KaTeropuii nojib3oBaTeNeii.

IT1. Ienn u 3apauu cucrembl obecnevyeHnss HHPOPMALHOHHOM 6e30MacHOCTH.

3.1. Cybwektol moctyna k wuHpopmaumum npu obecrnedeHnn uHPOpMALUHOHHOI Oe3omnacHoCTH
YupexaeHust siBASIOTCS:
- pabotHuku YupexkneHusi, ydacTBywlue B HHPOPMALMOHHOM OOMEHe B COOTBETCTBHH
C BO3JIOXKEHHBIMU Ha HUX JOJDKHOCTHBIMU 00S3aHHOCTSMM,
- (uszMyeckue JMLA, CBEAEHHs O KOTOPbIX HAKAIJIMBAIOTCA, XpaHATCs H oOpabaTbiBaroTCs
B MHPOPMALIMOHHBIX cHCTeMax YupexzaeHus (B cooTBeTcTBMM cO CT.14 denepanbHOro 3akoHa
ot 27.07.2006 Nel52-®3 «O nepcoHanbHbIX JaHHBIXY;
- COTPYAHHMKHM BHEUIHMX OpraHM3alMii, 3aHUMAOLIMXCs pa3paboOTKOil, NOCTaBKOH, PEMOHTOM
1 obcnykuBaHueM 000pynoBaHMs WM MHOOPMALMOHHBIX CHCTEM.

3.2. TlepeuncnenubiM cyObekTam noctymna k MHGopMaLuu Heo6Xoaumo obecrneumTs:
- CBOEBPEMEHHOCTb JI0CTyra K He0OX0auMoii umM nHpopmaLuu (ee 10CTyMHOCTD);
- IOCTOBEPHOCTb (MOJHOTY, TOUHOCTb, AKTYaJIbHOCTb, LIEJOCTHOCTB) HH(OpMaLIHKL;
- KOH(pHIEHLMANbHOCTb (COXpaHEHHE B TaiiHe) OrpeaeNeHHONH 4YacT MHPOPMALMHK, 3aLLUTY
OT HaBSI3bIBAHUA JIOXKHO (HEAOCTOBEPHOI!, HCKaKEHHOI) nHpOpMaLuy,
- BO3MOXXHOCTb OCYLUECTBJICHUS] KOHTPOJISi W yNpaBieHus: mpoueccamu oOpaboTku u mnepenaum
nHpopMaLmu,
- 3aLMTy MHPOPMALIUK OT HE3aKOHHOTO PACITPOCTPAHEHUS.

3.3. Lenbto 3aiuThbl MHGOPMALIMK, HA AOCTHXKEHHE KOTOPOIl HanpasieHo HacTosiee [lonoxkenne,
SIBJIIETCS 3aLUMTA OT BO3MOJKHOTO HaHeceHust CyObeKTOM AoCTyna K MH(pOpMaUMH MaTepHaibHOro,
(1314eCKOro, MOPaAJbHOrO WJIM MHOro yiiepba MocpeacTBOM CIydailHOro WM MpeaHaMepeHHOro
BO3/J€HCTBUS Ha MH(POPMALMIO, €e HOCHTENHM, Mpoueccbl 00paboTku M nepenaun. YkazaHHas Leb
NIOCTHUraeTcss TOCPeACTBOM obecrnedyeHuss M TMOCTOSIHHONO TMMOJAEPIKaHHUsi CIEAYHOLIMX CBOICTB
uHdopmaumu:

- JOCTYNMHOCTH uH(pOpMaUMU I  aBTOPHU3OBAHHBIX CyOBEKTOB gocTtyna (yCToOH4YMBOro
(GYHKUMOHMPOBAHUSI CHUCTEMbI, MPH KOTOPOM aBTOPH30BaHHbiE CYOBEKTBI JOCTyMa HMEIOT
BO3MOHOCTb MoJTydyeHust HeoOXoauMoii nHpopmauun);

- LEJOCTHOCTH M ayTeHTHMYHOCTH (MOATBEp)KAEHHE aBTOpPCTBA) HMH(OpPMaUuM, XpaHHUMOI
1 oOpabarbiBaeMoii B cucreMax YupexkaeHus, 1 nepeaaBaemMoii 1o KaHajiaM CBsi3H,

- KOH(MAEHLMANbHOCTH — COXpPAHEHHs B TaiiHe OMpeneseHHOl 4acTH MH(OPMALMHU, XPAHHMOI,
obpalarbiBaemoii M rnepexaBaemMoii 1Mo kaHanam CBsizu. HeoOXxommmbiii ypoBeHb HOCTYMHOCTH,
LeJJOCTHOCTH M KOH(puaeHunanbHocTH uHbOpMauuu obecnieuuBaercss MeTOAaMH M CPEACTBAMH,
COOTBETCTBYHOLIMMHU MHOKECTBY 3HAYUMBIX YIPO3.

3.4. OcHoBHbIE 3a1auM CUCTEMBbI obecriedeHust HHPOPMALMOHHON 6€30MacHOCTH,

Jlns nocTH)KeHHs OCHOBHOM LIeNN 3alUThl U 00ecrnevyeHus: yKa3aHHbIX CBOMCTB HHPOPMALIMHI CHCTEMA
nH(popMmaLoHHas 0€30MacHOCTb J0KHA 00ecneunBaTh pelueHne CAeAYIOLNX 3a1ay:



- CBOEBPEMEHHOE BBISIBJIEHHE, OLEHKA M IMPOTrHO3MPOBAHHWE MCTOYHMKOB Yrpo3 HH(OPMALMOHHOI
Oe3omacHOCTH, TNPUYUH M YCJOBHIl, CHOCOOCTByIOLMX HaHeceHHI0 yuiepba cyObexTam
MH(POPMALMOHHBIX OTHOLIEHHIA, HAPYILIEHHIO HOPMAJIbHOTO (YHKLIMOHUPOBAHUS CUCTEM,

- CO3laHHE MEXaHH3Ma ONEePAaTUBHOTO PearnpoBaHKs Ha yrpo3bl Oe3omnacHoCTH HHPOPMALMH,

- Cco3laHue YCJIOBUH Ui MUHUMH3aLWM M JIOKaJIM3aLMK HAHOCHMMOro yuiepba HempaBOMEpPHbLIMH
JNeICTBUSIMU dmanqecr(nx 1 HOPHUAWYECKHX JIML, ocsiabneHne HEeraTHBHOrO BJIMSIHUSI 1 JIMKBHUIALHA
nocneAcTBuil Hapywenus 6e3onacHocTn nHGOpMaLMH,

- 3aLUUTY OT BMELIATENLCTBA B NMpouece GyHKLUMOHUPOBAHUS CUCTEM YUPEXKAEHHs MOCTOPOHHMX JIHLL
(moctym Kk MH(POPMALMOHHBIM  pecypcaM  JOJ/UKHbl MMETb  TOJbKO  3aperucTpHpOBAHHBIE
B YCTAHOBJIEHHOM MOPSIZIKE MOJIb30BATENH);

- pasrpaHMYeHHe JOCTyMa MoJib30BaTeNei K MHPOPMALIMOHHbBIM, anMapaTHbIM, MPOrPAMMHbBIM U HHbIM
pecypcam - obecrieueHue J0CTyra TOJAbKO K TEM PecypcaM M BbIMOJIHEHUS TOJIbKO TeX OnepaLmii ¢ HUMH,
KOTOpble HEOOXOAMMbI KOHKPETHBIM TIOJIb30BATENsIM  JISi  BBIMOJHEHMs CBOMX  CIYKeOHbBIX
o0si3aHHOCTEI

- obecneueHne ayTeHTH(HKALMKM MOJb30BaTeNell, y4acTBYIOLWMX B HHPOpPMALMOHHOM oOMeHe
(MoaTBepIKACHNE MOATMHHOCTH OTIPABUTENS U MOJyYaTens HHpOopMaLmn),

- 3aLIMUTY OT HECAHKLIMOHUPOBAHHOM MOAM(HUKALIH UCTIONb3YEMbIX B CHCTEMAX MPOrPaAMMHbIX CPEJICTB,
a TaKKe 3alUTy CUCTEM OT BHEAPEHHs] HECAHKLIMOHMPOBAHHBIX MPOrpaMM, BKJIHOYAs KOMIbIOTEPHbIE
BUPYCBI,

- 3a1UTY HHPOPMALIMHK OT YTEYKH 110 TEXHUYECKHUM KaHalam rnpu ee obpaboTke, XpaHeHHH U nepenaye
MO KaHajaaM CBSI3HU.

3.5. OcHoBHbIE MyTH pelieHHs 3ana4 cucTteMbl MHGOPMALMOHHOI Oe3onmacHOCTH — YupexaeHus.
OcHoBHple uenn obecneyeHnst HHPOPMALMOHHOI 0€30MacHOCTH M PEeLUEHHE MEePEeUNCACHHbIX BbILIE
3a7a4 JOCTUTAKTCS
- y4€TOM BCEX MOAJEKALMX 3aUTE HHPOPMALIMOHHBIX CUCTEM YUpEKACHUS,

- YyU€TOM [EHCTBHIi MepcoHana, OCYeCTBIsMoWero o0cnykuBanue 1 MOAM(HKALIMIO MPOrpaMMHBIX
M TEXHUYECKHX CPEACTB KOPMOpPaTUBHON MH(MOPMALIMOHHON CHCTEMBI,

- TIOJIHOTOMW, peajbHOW BBIMOJHUMOCTBIO M HENPOTHBOPEYMBOCTbIO TpeOOBaHUI JIOKAJIbHBIX
HOPMAaTHBHBIX aKTOB YupekaeHus 1o Borpocam obecrieyenst HHGOPMALMOHHOM Oe30macHOCTH,;

- MOJArOTOBKO# MOJKHOCTHbIX JiNL (paOOTHHKOB), OTBETCTBEHHBIX 3@ OPraHM3aLIMI0

M OCYILECTBJIEHHE MPAKTUUECKHUX MEPOINpUsTHii Mo obecnevyennto nHGopmMaLMOHHON 6e30MacHOCTH;

- HaJeJIeHMeM KaXAoro paboTHuka (moJjib3oBaress) YUpekAeHHS MUHHUMAJIbHO HEOOXOAMMBIMH s
BBLIMOJIHEHUs] MM CBOMX  (DYHKLHMOHAJNBHBIX  00sA3aHHOCTEIl  MOJHOMOYMAMM MO  JOCTYT
K MTHPOPMALIMOHHBIM pecypcam YuperkieHus,

- YeTKMM 3HaHWUEeM M CTPOruM COOMIO/IEHHEeM BCEMH TM0JIb30BATEISIMM MHPOPMALIMOHHBIX CHCTEM
Yupexnenust TpeOOBaHUIT JIOKaIbHLIX HOPMAaTHUBHBIX aKTOB YUYpEKAEHHUs MO BOMPOCaM O0ecneueHus
nHpopmMaLnoHHOI 6€30MacHOCTH,

- TEePCOHAJIbHONH OTBETCTBEHHOCTBIO 3a CBOM MEHCTBHS KaXAOro paboTHHKA, B pamMKax CBOMX
(YyHKUMOHANBLHBIX 005S3aHHOCTEH HMEIO1Iero A0CTYI K HH(POPMALIMOHHBIM pecypcam Y upeikIeHus,

- HeMpepbIBHBIM MOAAEPKaHNEM HEOOX0IMMOr0 YPOBHS 3aLLMILEHHOCTH 3JIEMEHTOB HH(OPMALIMOHHBIX
cucteM YupexaeHus,

- TNPUMEHEHHEM TMPOrpaMMHO-aNMapaTHbLIX CPEACTB 3alIUTbl HMHOOPMALMH M HENpepbIBHOI
a/IMHHUCTPATHBHOM MOAAEPIKKOI HX HCIOJIB30BAHUS,

- 5(p¢exTHUBHBIM KOHTpOJEM Haja COONIOAEHHEM TMOJIb30BATENSIMM HHPOPMALIMOHHBIX PECYpPCOB
Yupexnenus TpeboBanuii no obecneueH o HHPOPMALUOHHOH Oe30MacHOCTH.

IV. OcHoBHBIE yrpo3bl HHPOPMANHOHHOMH 0€30MACHOCTH YYpexKaeHHs.

4.1. CywecrByer nBa Buaa yrpo3 MHGOPMALIHOHHOIT 0€30MacHOCTH:
- HCKYCCTBEHHbI€ — YIrPO3bl, BbI3BAHHbIC NCATCIIbHOCTbLIO YEJIOBEKA,
- €CTECTBEHHbIE — YIPO3bl, BbI3BAHHBIE BO3AEIICTBUAMI HA NHOOPMALIMOHHYIO CHCTEMY U €€ JIeMEHTbI
0OBeKTUBHBIX (PU3NUECKUX MPOLIECCOB TEXHOIEHHOTO XapaKTepa WilM CTUXHIHBIX TPUPOAHBIX SBIECHMUIL,
He 3aBMCSAIIUX OT YeJIOBEKA.

4.2. Haubonee 3HaunMMbIMH yrpo3amu HHpOpMaLnoHHOI 6e3onacHocT Yupexaenus (crocobamu
HaHeceHus yuepda cybbekram MHPOPMALIMOHHBIX OTHOLIEHHI) SIBISIOTCS !



- HapyweHue (PYHKIHOHAILHOCTH KOMIOHEHTOB HH(OPMALMOHHBIX CHCTEM  Y4YpeskaeHus,
OnokupoBaHne HWH(GOpPMALMM, HApyLIEHHE TEXHOJOrMYECKNX TPOLECCOB, CPbIB CBOEBPEMEHHOIO
peleHus 3aaay,

- HapylleHHe LEeJOCTHOCTU (MCKaXEHHEe, MNMOAMEHA, YHMUYTOXKEHHE) WH(POPMALMOHHBIX PECypcoB
Yupexaenus, a Takke dpanbcudukaums (noanenka) JOKyMEHTOB,

- HapylieHue KOHPUASHLNAILHOCTH (pa3rialieHne, yTeuka) nepcoHalbHbIX TaHHbIX.

4.3. OCHOBHbBIE MCTOYHUKH yrpo3 UHPOPMaLIMOHHOI 6e30nacHOCTH YupeaeHus:

- HerpeaHaMepeHHble (OnboYHbIE, Cily4aiiHblie, 0€3 3710r0 yMbICa U KOPBICTHBIX LIEJIei) HapyLeHus
YCTaHOBJIEHHBIX perjaMeHToB cOopa, obpaboTku u nepemauu MHopmMaumu, a Takxke TpebOBaHMII
Oe3omacHocTH uHGOpMAUMM M ApPyrue JAEHCTBUS MOJib30BaTesneil MHMOPMALMOHHBIX CHCTEM
Vupexaenust (B TOM 4ucie pabOTHMKOB, OTBEHAIOLIMX 3a OOCHY)KMBaHME M aAMMHUCTPUPOBAHME
9J7IEeMEHTOB MH(OPMALIMOHHBIX CHUCTEM), MPUBOAALIME K HENPOU3BOAMTENbHBIM 3aTpaTam BpPEMEHU
Y PECYPCOB, pasrilalleHHI0 CBEIEHHI OrpaHMYEHHOr0 PacnpoCTpaHeHus, noTepe LeHHoit nudopmarm
MM HapyLeHuo paboTocrnocoOHOCTH 31€eMEHTOB MH(OPMALIMOHHBIX CHCTEM,

- IpeaHaMepeHHbIe (B KOPBICTHBIX LIENsAX, MO MPUHYKAEHUIO TPETbUMH JIMLAMH, CO 3JIbIM YMbICIOM
U T.M.) A€MCTBUS JIErajbHO JOIMYLUEHHBIX K HHPOPMALIMOHHBIM pecypcaM YupeskaeHus 10Jb30BaTeneil
(B TOM 4uciae pabOTHMKOB, OTBEYANOIIMX 32 OOCHy)KMBaHME W AIAMUHHCTPHPOBAHHE 3JIEMEHTOB
MHOPMALMOHHBIX CHCTEM), KOTOpble NPUBOAAT K HENPOM3BOAMTENIBHBIM 3aTpaTaM BpeMeHH
1 PECYPCOB, pa3rjlallieHHIO CBEIEHHI OrpaHMYEHHOr0 PacrpoOCTPaHeHus, NoTepe LeHHOi nHpopmauu
WM HapyLIEHHIO paboTOCMOCOOHOCTH 3/1€EMEHTOB MHPOPMALIMOHHBIX CUCTEM Y UpexKaeHHS;

- YAaJeHHOE HEeCAaHKLHMOHUPOBAHHOE BMELUATENBLCTBO NMOCTOPOHHUX JIMLL M3 BHELIHUX ceTeil olluero
Ha3HaueHus (mpexe Bcero yepes cetb MHTepHeT), yepes JierajibHble H HECAaHKLIHOHMPOBAHHBIE KaHAIbI
MOAKIIOYEHUST K TaKUM CeTSAM, MCIOJb3Yysl HENOCTATKU TMPOTOKOJIOB OOMEHA, CpeNCTB 3allMThbl
M pa3srpaHUyYeHus yJaJeHHOTO 0CTyna K MHQOPMaLMOHHBIM pecypcam,

- omubKy, AOMyLIEHHbIE NPH pa3paboTke 3JeMEHTOB MH(OPMALMOHHBIX CUCTEM YUPEXKAEHUs M MX
CHCTEM 3aLUThI, OIUMOKH B MPOrpaMMHOM OOecreueHnH, 0Tka3bl M COOM TeXHHUUECKHX CPEACTB (B TOM
4MCJIe CPEACTB 3aIUUTHI MH(OPMaLIHK);

- TeXHUYecKkue cOon 3neMEeHTOB MHHOPMALIMOHHBIX CUCTEM.

4.4. Ilytu peanuzauuu yrpo3 HHGOpMaLHOHHOI 6e30nmacHOCTH YUpeKaAeHHs.

44.1. TIlytm peanusauuy HENpeIHAMEPEHHBIX HCKYCCTBEHHBIX Yrpo3 HMH(POPMALIMOHHOI
bezomacHocTn YupexxaeHus.

PaboTHuku YupexneHus, sBJsSIOIHECsS aBTOPU30BAHHBIMU CYObEKTaMH 10CTyNa HHPOPMALIMOHHBIX
CUCTEM, a Takoke pPabOTHUKH, OOCHYKMBAIOILIME OTHEbHbIE 3JE€MEHTbl MHPOPMALMOHHBIX CHCTEM,
SABJIAIOTCA BHYTPEHHHMM WCTOYHMKAMM CIlydyailHbIX Bo3zaeiicTBuii.  OCHOBHBIE NyTH peann3aLuy
HerpeJHaAMEPEHHbIX HCKYCCTBEHHBIX (CyObEKTHUBHBIX) yrpo3 MHPOPMALMOHHONH Oe30macHOCTH
YupexaeHus (neiicTBUs, coBepIIaeMble JIOAbMHU CIy4ailHO, MO HE3HAHWIO, HEBHHMATEJIbHOCTH HWJIH
XanaTHOCTH, U3 MOOOMBITCTBA, HO 6€3 371010 ymMbICa):

- HEOCTOPOKHBbIE  JEHCTBMs, NPUBOISILME K YACTUYHOMY WJIM  TOJHOMY  HapyLUEHHIO
(GYHKLHMOHANIBHOCTH 3JIEMEHTOB MHOOPMALIMOHHBIX CHCTEM Y UpeskIeHNs,

- HEOCTOPOXKHbl€ AEWHCTBHS, MNPUBOMSIINHE K pasrialieHnio  HHGOpMauuu OrpaHuueHHOro
pacrnpocTpaHeHHsl WK AeJlaroline ee 001enoCcTynHoi,

- pasriauieHue, nepemava MM yTparta aTpuOyTOB pasrpaHuyeHus aoctyna (karoueil (JOrHHOB),
napoJiei, Kiro4eBbIX HOCUTENEN 1 T. 11.);

- MITHOPUPOBaHHE YCTAHOBJIEHHbBIX MPaBUII NMpU paboTe ¢ HHYOPMAILMOHHBIMU PECYPCAMM;

- TPOEKTUPOBAHUE aIrOPUTMOB 00paboTku maHHBIX, pa3paboTka MNPOrpaMMHOro obecrieueHus
C BO3MOXHOCTSIMH, MPECTABISAIOLIMMHI ONACHOCTb /U1 PYHKLIMOHUPOBAHHS HHPOPMALIMOHHBIX CHCTEM
1 MHGOpMaLIMOHHOI Ge30nmacHOCTH YupeKaeHus,

- repecblika MHPOPMALKMK N0 OLIHOOYHOMY 3JIEKTPOHHOMY azpecy (YCTpoiicTBa), BBOA OLIMOOUYHbIX
NAHHBIX,

- HEOCTOPOXKHAs 1MOpUa HOCUTENeH HHpOpPMaLH;

- HEOCTOPOKHOE MOBPEKAEHUE KAHAJIOB CBSI3H,

- HEeMpaBOMEpHOE OTKJIKuYeHHe 000pyaOBaHHS WM M3MEHEHHWE PEeXUMOB paboThl 3EMEHTOB
PIHCbOpMaLlPIOHHle CHUCTEM,

- 3apa’k€HUE KOMIbIOTEPOB BUPYCAMM;



- HECAHKLIMOHMPOBAHHBIN 3aMyCK TEXHOJOIMYECKMX MPOrpaMM, CMNOCOOHBIX BbI3BATH TMOTEPH
paboTOCOCOOHOCTH 3JIEMEHTOB MH(POPMALIMOHHBIX CHCTEM WM OCYIIECTBISIOIIUX HeoOpaTumble
B HMX M3MeHeHHus ((hopmaTHpOBaHME WM PECTPYKTYpH3ALMI0 HOCHTeneil HHpOpMaLyH, yaajeHne
IaHHBIX);

- HEKOMIMETEHTHOE UCIOJIb30BAHUE, HACTPOIKa MJIH HEMPAaBOMEPHOE OTKIIOUEHHE CPECTB 3aL[HThI.

442 Ilytm peanuzauMu  TpeIHAMEPEHHBbIX  MCKYCCTBEHHBIX  (CYOBEKTHBHBIX)  yrpo3
nH(pOpMaLHOHHON 6e30MmacHOCTH.

OCHOBHbBIE BO3MOXKHBI€ TIYTH YMBILUIEHHOH JAe30praHu3auuu paboTel, BBIBOJAA 3JEMEHTOB
MH(OPMALIMOHHBIX CUCTEM M3 CTPOSl, HECAHKLIMOHUPOBAHHOTO JOCTYNA K MHPOpMaLHH (C KOPBICTHLIMH
LeJIIMU, TI0 MPUHYKIAEHHUIO, U3 JKETaHUSI OTOMCTHUTD):

- YMBILUJIEHHbIE AEHCTBUS, MPUBOASLLNE K YACTUYHOMY WJIH MOJHOMY HapyLIeHHI0 QYHKUHOHAIBbHOCTH
3JIEMEHTOB MHQOPMALIMOHHBIX CUCTEM YUpPEKIEeHHUS,

- JeHCTBUS MO [Ae30praHu3auuu (YHKLUMOHUPOBAaHHS WHOOPMALIMOHHBIX CHCTEM YUpEKIACHMS,
XUIIEHHE 3JIEKTPOHHBIX IOKYMEHTOB U HOCHTENEH MH(OpMaLiK; HECAHKIIMOHHPOBAHHOE KOMHUPOBaHKe
9MEKTPOHHBIX TOKYMEHTOB M HOCUTesell uHdopmariu,

- YMBILIJIEHHOE MCKakeHe HH(pOpPMaLIMK, BBO HEBEPHbBIX JIAHHBIX;

- OTKJIKOYEHHME WJIM BbIBOX M3 CTPOsl MOACMCTeM obecrnieueHusi (QyHKIMOHMPOBAHUS 3JIEMEHTOB
MH(POPMALIMOHHBIX CHCTEM (3JIEKTPOINUTAHUSA, OXJAXKAEHHUS M BEHTWSILMH, JIMHUN W annaparypbl
CBSI3H);

- niepexBaT JaHHbIX, MEePEAaBaEMbIX M0 KaHalaM CBSI3M U UX aHAJIN3;

- HE3aKOHHOE MoJTyyeHue aTpuOyTOB pasrpaHUueHus 10CTyrna (MCMoJib3ysi XaJaTHOCTh MOJb3oBaTeleil,
nyTeM MOAAEKH, noadopa naposs);

- HECaHKUMOHMPOBAHHbBIM JOCTyn K pecypcam HMHMOPMALMOHHBIX CHCTEM C pabouMx CTaHLMii
ABTOPU30BAHHbIX CYOBEKTOB OCTYTIA;

- XMLLUEHHEe WK BCKPBITHE WH(POB KPUNTO3ALNTHI HHPOPMALIMH,

- BHEAPEHHE anmnapaTHbIX W MNPOrPAMMHBIX 3aKJIAJ0K C LEJNbIO CKPBITHO OCYLUECTBJISATH AOCTYII
K  MHPOPMALMOHHBIM  pecypcam  WiM  jAe30praHu3auni  (QYHKLUHOHUPOBAHHS  DJIEMEHTOB
MH(POPMALIMOHHBIX CUCTEM YUpeXKaAeHus,

- HE3aKOHHOE MCIIOJIb30BAaHUE 3JIEMEHTOB MH()OPMALMOHHBIX CHUCTEM, Hapyllarollee MpaBa TPETbUX
JIIL;

- NPHUMEHEHHE MOACIYLIMBAKLIMX YCTPOHCTB, (OTO M BHAEO CbEMKA [/l HECAHKLIMOHHPOBAHHOIO
cbeMa MHGOpMaLHH.

4.5. Iyt peanu3aluu OCHOBHBIX €CTECTBEHHbIX Yrpo3 MH(OPMaLMOHHOI Oe30macHOCTH:

- BBIXOX M3 CTposi obopynoBaHMs HMHPOPMALMOHHBIX CHCTEM W OOOpynoBaHHs oOecneueHus ero
(YHKUHMOHHUPOBAHUS;

- BBIXOJ1 U3 CTPOS MJIK HEBO3MOXKHOCTb UCTIONIL30BAHMS JIMHUIT CBSI3U,

- TIOXKapbl ¥ CTUXHIHbIE OeNCTBUS.

4.6. Mojenb BO3MOXKHBIX HAPYLUUTENEH.

4.6.1. Tunel HapyLuuTeNe:

C y4yeToM KaTeropuu JIML, MOTHBALMK, KBAJIM(UKALIMK, HATMYKS CIIELMAJIbHbIX CPEICTB:

HekomnereHTHblli  (HEBHUMATeNbHbIH)  MoJib30oBaTeNlb  —  pabOTHHK Yupexaenus
(van moxpasneneHusl BHELIHEH OpraHu3aliM, 3aHUMarolieics o0CayKnBaHMEM HH(POPMALMOHHBIX
cucteM YupexaeHus), MpeanpUHAMAIOIIHI MOMBITKH BbIMOJHEHHS 3aMpeLleHHbIX AeiCTBUIl, nocTyna
K 3allMLIaeMbIM pecypcaM MH(OPMALMOHHBIX CHUCTEM C MPEBbILIEHHEM CBOMX MOJHOMOYMI, BBOJAA
HEKOPPEKTHBIX NAHHBIX, HAPYIUEHHsI MPABHJI U periaMeHToB paboTel ¢ uHoOpmMaLmeii, aelcTBys 10
oumnbKke, HEKOMITETEHTHOCTH MJHM XaJaTHOCTH 0e3 yMbICia W MCMOJB3YIOIUI MPU ITOM TOJBKO
LITATHbIE CPEACTBA;

Jlroburens — pabotHuk Yupeskaenus (Mau noapasaesieHusi BHELIHEH OpraHu3aLny, 3aHuMaroeics
obcnyxuBaHreM HHPOPMALMOHHBIX CUCTEM Y UpexAeH s ), MbITAIIHMIACA HAPYIIUTh CUCTEMY 3aLLHTbl
0e3 KOPBICTHBIX LeJIEH, YMbICHIA WM 1 CAMOYTBEPIKACHMUSI.

ITpu 3TOM MCMONB3YIOTCS Pa3iMuHbIE METOIbI MOJyYEHHs] AOMOJIHUTEIBHBIX MOJHOMOYMI A0CTYNA
K pecypcaM, HEAOCTATKH B IMOCTPOEHWU CHCTEMbl 3aLMUTbl M AOCTYMHBbIC €My LUTATHbIE CPENCTBA
(HecaHKLIMOHMPOBAHHbIE IEICTBUS MOCPEACTBOM NPEBBILLIEHHUSs CBOUX MOJHOMOUHIT HAa UCMOJIB30BAHNE
pa3peleHHbIX CPENICTB), HEIITATHbIE MHCTPYMEHTAJIbHbIE M TEXHOJIOIMUECKNE NPOrPaMMHBIE CPEICTBA,



CaMOCTOSITENIbHO pa3paboTaHHble TMPOrpaMMbl WM CTAHAAPTHBIE AOMOJIHUTENIbHBIE TEXHHYECKHE
CPEe/CTBA.

Bryrpenuuii (BHEWIHMIT) 3/I0YMBILUIEHHUK - aBTOPU30BAaHHbII CyObeKT nocrtyna (MoCcTtopoHHee
JUI0) AEHCTBYIOLIMIA LeJeHanpaBieHHO (B TOM YHUCJIE B CrOBOpPE C JIMLAMM, HE SIBISFOILIMMUCS
pabotHukamu Yupesxxaenus). [Ipu 5ToM HCNONB3YIOTCS METOMbI M CPENCTBA B3JIOMA CHCTEMbI 3311 UTHI,
BKJIFOYAsl ar€HTYPHbIE METO/IbI, MACCHBHBIE CPEACTBA (TEXHHUYECKHME CPEACTBA MepexBaTa), METO/bI 1
CpencTBa aKTUBHOTO BO3AeHCTBUS (MoaM(HKALMA TEXHHYECKHX CPEACTB, MOAKIIOYEHHE K KaHajaM
nepenayd  JlaHHbIX, BHEAPEHHE NPOTrPaMMHBIX 3aKJaJOK M  HCIOJb30BAHHE  CrELHaJbHbIX
MHCTPYMEHTAJIBHBIX M TEXHOJOTMUECKUX NIPOrpamMm), a Takke KOMOMHALMI BO3AEHCTBHIL, KaK M3HYTPH,
TaK ¥ U3BHE YUpeKOAeHUsI.

4.6.2. BHyTpeHHHE HAPYyLUUTEN:

BryTpeHHMM HapylmiuTeneM MOKET ObITb JMLO W3 CAEAYIOWMX KaTteropuil pabOTHHKOB
YypexxneHust:
- 3aperucTPUpPOBAaHHBIE TIOJNBL30BATENM M MEPCOHAN, OOCTY)KMBAIOLMIT TEXHUYECKHEe CpecTBa
MH(OPMALIMOHHBIX CHCTEM YupeKaeHus,
- paDOTHUKH, B TOM YMCJI€ PYKOBOAMTENHM, HE SIBIASIOLIMECS 3apErnCTPUPOBAHHBIMU T0Jb30BATE/SIMHU
M He JOMyLIeHHble K MH()OPMALMOHHBIM pecypcaM YupekAeHHusi, HO MMELIHe AOCTYyN B 3JaHHe
1 NOMELLEHHS,
- paOOTHUKH, B TOM 4YMCJ€ PYKOBOJAMTENM, 3aAelCTBOBaHHbIE B pa3pabOTKE W COMPOBOXKACHHH
MpPOrpaMMHOIo oOecrneyeHusI.

4.6.3. BHelHWe HApYLIUTEJH:

BHewHuM HapymureneM MOKET ObITh JIMLIO U3 CEAYIOLNX KaTeropHii:
- paboTHuKM YupexaeHus, ¢ KOTOPbIMU NPEKpPaLieH (PacTOPruyT) TPYAOBOH 1OrOBOD;
- MNPEeACTaBUTENM BHELIHMX OpraHu3auuii, 3aHUMAIOLMXCsH pa3padOTKOil, MOCTABKOH, PEMOHTOM
1 00CIy)KHBAHHEM 3JIEMEHTOB MH(POPMALIMOHHBIX CHCTEM;
- YJIEHbI MPECTYMHbIX OPraHU3aLMil UK JINLA, AEHCTBYIOLIKE M0 X 3a0aHHIO,
- JINLA, CIy4yailHO WJIM YMBILUJIEHHO MPOHMKIUNE B JIOKAJIbHYIO BbIYMCIUTENbHYIO CEThb YUpekIeHHs
M3 BHELIHUX TEJIEKOMMYHHMKALIMOHHBIX CeTeil (XaKkephbl);
- aAMMHHMCTPATOPbl aBTOMATU3MPOBAHHBIX CHCTEM YUpeKAEeHHs, UMEIOLINE HEOrPAaHWYEHHBII NOCTYN
K HMH(QOPMALMOHHBIM pecypcaM KOMIOHEHTOB KOPMOPATHMBHOW HMH(POPMALMOHHONH CHCTEMBI.
AJZIMMUHUCTPATOpPbl aBTOMATH3UPOBAHHBIX CHCTEM MOTYT OTHOCHTBCS KaK K BHELIHHUM, TaK M K
BHYTPEHHUM HapyLUHUTENSM.

4.7. Yrteuka wuHOOpPMALMM TO TEXHUYECKUM KaHanaM TIpH MPOBEACHWM MEPONpUATHIT 1
9KCIIyaTallMM TEXHUYECKUX CPENCTB YCTAHABJIMBAKOTCSA CAENYIOLIME KaHaJbl YTEYKH WJIH HapyLIEHHs
LIeJIOCTHOCTU MH(POPMALIIH, HapyLIeHHs pab0TOCMIOCOOHOCTH TEXHMYECKHUX CPECTB!

- MoOOYHBbIE 3NEKTPOMATHUTHBIC W3Jy4eHHss HH(POPMATHUBHOTO CHUIrHAjJa OT TEXHMYECKHMX CPEICTB
YupexaeHus U JTUHUI nepenayn nHbopmauuu,

- HaBOAKH WH(OPMATHBHOro curHajga, o6padaTbIBAEMOro TEXHMUYECKHMMHM CPEACTBAMH JIOKAJIbHOM
BBIYHCJIMTENIbHOI ceTH YupeKaeHHs, Ha MPOBOJa U JHHUH, BBIXOAALLHE 32 NPENebl KOHTPOJIUPYEMOH
30HbI YUpex/IeHHs, B T.4. Ha LIeMH 3a3eMJICHUS U BJICKTPONUTAHHS,

- OJJEeKTPHUYEeCKHe CUTHalbl WIH paauousnydyeHus, oOyCJOBJIEHHblEe BO3JEHCTBHEM Ha CpEACTBA
nepenayn MHGOPMaLMK BLICOKOUACTOTHBIX CHTHAJIOB, CO3[aBAEMbIX C MOMOLIbIO Pa3BeabIBATENbHO
anmnapaTypbl, 1o 3¢upy u nposojam, JMbO CUrHAJIOB MPOMBILUIEHHBIX PAAUOTEXHUHYECKHX YCTPONCTB
(pazmoBewiaTesbHbIe, PAAMOJOKALMOHHBIE CTAHLIMH, CPE/ICTBA PAJIMOCBS3H M T.I1.), U MOAYJIsILIMEl HX
MH(OPMATUBHBIM CHTHAJIOM,

- aKyCTHYeckoe Hu3jy4yeHue HH(OPMATHBHOIO pEYeBOro CHrHaja WM CHrHana, oOyCIOBIEHHOrO
(yHKLUMOHUPOBAHMEM TEXHUUYECKUX CpencTB 00paboTku MHpOpMaLIMH;

- JNIeKTPUYECKHE CHTHAJIbl, BO3HUKAIOLIME MOCPEACTBOM npeodpazoBaHusi MHGOPMATUBHOIO CHrHasa
M3 aKyCTHUECKOTO B JJIEKTPUUECKHUiT 3a cueT MUKpodoHHOro sdhdexra M pacnpocTpaHSOIIUECs 10
NpoOBOZAM M JIMHUAM Mepeaadn MHPopmaLmu,

- BHUOpaLMOHHBIE CHTHAJbI, BO3HHKAIOLUIME TOCPEACTBOM rpeobpasoBaHus HHOGOPMATHBHOIO
aKyCTHYECKOr0 CHMrHaja IpH BO3JEHCTBHH €ro Ha CTPOMTEIbHBbIE KOHCTPYKLUMH W HHIKEHEPHO-
TEXHHYECKNE KOMMYHHMKALIMU BbIAEIEHHbBIX MOMELIEHHIT;



- BO3/JEHCTBUME HAa TEXHUYECKME MJM TPOrPaMMHBIE CPEIACTBA B LEJSAX HAPYLIEHMS LEJIOCTHOCTH
(YHHYTOKEHHMS, HCKakKeHus)) uHpopmauuy, paboOTOCIIOCOOHOCTH TEXHMYECKUX CPENCTB, CPEACTB
3alUThl UHOPMALMK, aAPECHOCTH U CBOEBPEMEHHOCTH MH(MOPMALMOHHOrO OOMeHa, B TOM 4MCIie
9JIEKTPOMArHUTHOE, Yepe3 CMNEUHaJbHO BHEAPEHHBbIE 3JIEKTPOHHBIE M MPOrPaMMHbIE CpPENCTBa
(«3aKnauKm»);

- nepexsaT MHPOPMALIMK WM BO3JEHCTBHE HA HEE C MCIOJIb30BAHHEM TEXHHYECKHX CPEICTB MOKET
BECTHCh HEMOCPEACTBEHHO M3 3[aHMI, PACMONOKEHHBIX B HEMOCPEACTBEHHOI Oau30cTH OT 00beKTa,
MECT BPEMEHHOro npeObIBaHUs, 3aMHTEPECOBAHHBIX B nepexBaTe MHGOpPMaLMKU MM BO3AEHCTBHM Ha
Hee JIML| MPU MNOCELEHUH MMHU YUpEXAEHHUs, a TAKKE C MOMOLUBIO CKPbITHO YCTaHaBJIMBAEMOM
aBTOHOMHO#M aBTOMAaTH4€CKOI1 annapaTypbl.

V. OcHOBHbIE NPHHUHUIIBI OCTPOEHHSI CHCTEMbI 3AIHTHI HHPOpMaLIMH.

ITocTtpoenue cucremsl 3auuthl MHpopMaunu YupexkneHuss v ee (HYHKUHOHHPOBAHHE AOJDKHBbI
OCYLIECTBJIATHCSA B COOTBETCTBUHU CO CIAEAYIOLIMMU OCHOBHBIMH MPUHLHITAMU:

5.1. 3aKOHHOCTb.

Ilpennonaraer OCyLIECTBIEHHE 3aLUMTHBIX MEPONMPHUATHH U pa3pabOTKy CHCTEMbl 3aLHThbI
nHpopmauuy YupexieHuss B COOTBETCTBUM C JEHCTBYIOLIMM 3aKOHOAATEIbCTBOM B objacTu
nndopmaumy, nHGOpMATH3ALMK 1 3ALIUTEI MHPOPMALIMHK, A TAK)Ke APYrHX HOPMATHBHBIX AKTOB T10
MH(POPMALHOHHOI 6€30MaCHOCTH, YTBEPIKAEHHBIX OPraHaMH rOCY JaPCTBEHHOMN BJIACTH.

[Tpunsateie Mepbl WHPOPMALMOHHONH ©0E30MacHOCTH He JO/DKHbI NPEMNSTCTBOBATH JAOCTYITY
MPaBOOXPAHUTENbHBIX OPraHOB B MPEJYCMOTPEHHBIX 3aKOHOJATENbCTBOM CJyuasix K pecypcam
KOHKPETHBIX MHPOPMALIMOHHBIX cucTeM. Bee nosb3oBarenn MHGOPMALIMOHHBIX CUCTEM YupekaeH s
JOJKHBI IMETh MPEJCTaBleHHe 00 OTBETCTBEHHOCTH 3a MpaBoOHapyLIeHHs B 001acTH HHGOPMALIMH.

5.2. CucTemMHOCTb.

CucreMHbli MOAXOA K MOCTPOEHHIO CHCTEMbI 3alMThl HH(GOPMALIMK B yUPEKAEHHH MPEAnojaraet
y4eT BCEeX B3aMMOCBSI3aHHbIX, B3aHMMOJEHCTBYIOILIMX M HM3MEHSIOLIMXCS BO BPEMEHH 3JIEMEHTOB,
ycinoBuit M (GakTOpoB, 3HAYMMbIX JUIs TOHMUMaHMs M peweHus npobaembr obecneyeHus
nHpopmaoHHo# OezonacHocTi YupexaeHus. IIpu co3naHnu CHCTEMbl 3aLUUThI YYUTBIBAKOTCS BCE
cnabble u Hanbonee ysi3BUMbIE MecTa MHPOPMALMOHHBIX CHCTEM YUpPEXAEHHUs, a TaKKe Xapakrep,
BO3MOXKHbIE OOBEKTbI M HanpaBieHMs aTak Ha HeE CO CTOPOHbI HapyLIWTeNei, MnyTH
HECaHKIIMOHMPOBAHHOrO nocryna k uHpopMauuu. Cucrema 3aiuThl JOJKHA CTPOUTHCS C YU4ETOM
BO3MOJKHOCTH TMOSIBJICHHUSI PUHLIMITMAIIBHO HOBBIX MyTeil peanu3alny yrpo3 6€30macHOCTH.

5.3. KoMMIeKCHOCTb.

KoMmruiekcHOe  MCTONIb30BaHME METOAOB M CPEeNCTB  3aliMThl  MHPOPMALMOHHBIX  CHCTEM
MPeArnosaraeT CorjacoBaHHOE MPUMEHEHHe MPOrPaMMHbBIX W TEXHUYECKUX CPEACTB MPU MOCTPOEHUH
LIeJIOCTHOM CHCTEMBI 3aLUThI, MEepPEeKpPbIBAOLIEIT BCe 3HAUMMbIE KaHaJbl pealu3auuy yrpos. 3aiuura
NOJI’KHA CTPOMTBCS JLICJIOHHPOBaHO. BHewHsas 3amura JospkHa obecneuuBaTbCs (PU3HYECKHMMM
CPEeACTBAMM, OPraHM3aLIMOHHBIMU 1 TTPABOBBIMH MEPAMHU.

5.4. HenpepbIBHOCTb 3aLUTHI.

Jna  obecriedeHuss  3TOrO  MpHHLUMNA  HEOOXOAMMA  MOCTOSIHHAs — OpPraHM3alMOHHas
(amMuHMCTpaTHBHAs) MOANEPXKKA (CBOEBpEMEHHasi CMeHa M obecredyerne NMpaBUIbLHOTO XpaHEeHUs M
NPUMEHEHMsI MMEH, mapoJieil, kiroveil wudposaHus, nepepacrnpeneiseHue nojHomouui). Iopsaox
MOJIy4eHHUs1 10CTyNa K HHPOPMALIMOHHBIM pecypcaM persiaMeHTupyercs: B MIHCTpykuuu nosib3oBatens,
OCYLIECTBIISAIOLEro 06paboTKy NepcoHaNbHbIX AaHHBIX HA 00BEKTaX BBIYMCIHTENbHON TEXHHKH.

5.5. CBOGBPEMEHHOCTb.

ITpennonaraercs ynpexkagarouiiii xapakrep mep obecneyerus nHpopmannoHHoi 6e3onacHoCcTH, TO
€CTb MOCTAHOBKA 3a/ay M0 KOMIUIEKCHOH 3amure MHbOpMauuu M peanusauus mep obecrieyeHus
OeszonacHocTu nHGOpPMaLMK HA PaHHUX CTaausaX pa3paboTku MHPOPMALMOHHbIX cuctem. Pa3paboTka
CHCTEMbI 3alUUTBI BENETCS MapajjiebHO ¢ pa3paboTKoil W pa3BHTHEM caMoil Moajiexkalied 3aumTe
MH(OPMALIMOHHOI CHCTEMBI.

5.6. IlpeeMCTBEHHOCTb M COBEPLIEHCTBOBAHNE.

[Ipennonaraer NOCTOSIHHOE COBEPLIEHCTBOBAHWE MEP M CPEACTB 3aLUTbl MHPOPMALIMM HA OCHOBE
MPEEMCTBEHHOCTH OPraHM3aLlMOHHBIX M TEXHHYECKUX pelleHuii, KaapoBOro COCTaBa, aHajn3a



(byHKLHOHMPOBAaHHMs MHPOPMALIMOHHBIX CHCTEM YUPEKAEHHS U CHCTEM MH(POPMALIMOHHOMN 3aIUThI C
y4E€TOM M3MEHEHHMH B METOJAaX M CPEACTBaxX rnepexsara MH(OPMALMK, HOPMATUBHBLIX TPeOOBaHMIT MO
3alMTe, JOCTUTHYTOrO OTEYECTBEHHOTO U 3apyOekHOro onbiTa B 3TOH 00nacTu.

5.7. IlepcoHasbHasi OTBETCTBEHHOCTD.

IIpeanonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecneveHne nHPOpMaLMOHHOI Oe3onacHoCTH Ha
Ka)k10ro pabOTHHMKA B MPENeax ero noJHOMOYHIA. B COOTBETCTBIM € HTHM NMPUHLIMIIOM pacrpeneieHme
rnpas 1 00si3aHHOCTEH PabOTHUKOB CTPOUTCS TAKMM 00pa3oM, 4ToObI B ciiy4ae JitobOoro HapyLeHus Kpyr
BMHOBHHMKOB ObLT Y4€TKO M3BECTEH WJIM CBEIEH K MUHUMYMY.

5.8. MuHHMH3aLIHS MOJTHOMOYMIL.

ITpennonaraer npenocraBiieHUe MOJL30BATENSIM MHUHHUMAJIBHBIX MPaB JOCTYNa B COOTBETCTBMM CO
ciyeOHoit HeobxoaumocTeo. JlocTyn k nH(GOpMaLMK JOJKEH MPEeOCTABIATHCS TOJIBKO B TOM Cllydae
1 00BEME, eci 3TO HeOOXOANMO PAOOTHHKY 1Sl BBIMOJHEHHS €ro JO/KHOCTHBIX 00s13aHHOCTEH.

5.9. I'nbkoctb cuctembl HHHOPMALIMOHHOI OE30MaCHOCTH.

IIpennonaraer cnocoOHOCTL CHCTEMBI HHPOPMALIMOHHOI O€30MacHOCTH pearupoBaTh Ha H3MEHEHHs
BHELIHEW CpeAbl M YCJIOBHUiIl OCYIIECTBEHHUs Y4UpeKAeHHEeM CBOEH HesiTeIbHOCTH. B umciao Takmx
U3MEHEHUH BXOIST:

- U3MEHEHMsl OPraHU3aLIMOHHOI W LUTATHOH CTPYKTYPbl YUpPEKACHUS,
- UI3MEHEHHE CYLIECTBYIOIHUX MJIH BHEAPEHHE MPUHLIUITHAILHO HOBBIX HH(OPMALIMOHHBIX CHCTEM;
- BBOJl B 3KCILTYyaTaLMIO HOBBIX TEXHUYECKUX CPEICTB.

5.10. [IpocToTa mMpUMeHEH!Us! CPEACTB 3aLUThI.

MexaHu3Mbl U METOJbI CHCTEMBI 3aLUThl UHGOPMALMHM AOJKHBI ObITh TOHATHBI M MPOCTHI B
MCrob30BaHuu. [IpuMeHeHne CpeACTB M METOJOB 3aLUThl HE CBSI3aHO CO 3HAHUEM CMELHaIbHbIX
SA3bIKOB MJIM C BBIMOJHEHUEM AEHCTBUIA, TPeOyIOLWNX 3HAYMTENbHBIX JOMOJHHUTENbHBIX TPya03aTpaT
npu oObIuHOI paboTe 3aperiucTpUpOBAaHHBIX MOJNB30BaTENeH, a Takxke He TpeOyeT OT MoJib3oBaTens
BBIMOJIHEHUS] MAJIOTIOHATHBIX €MY OTepaLHii.

5.11. O60CHOBaHHOCTb M TEXHUUYECKAs! PEaJN3yeMOCTb.

ITpeanonaraer, 4to MHGOPMALMOHHbIE TEXHOJOrMM, TEXHHYECKHE M MMPOrPaMMHbIE CPEACTBa,
CpeAcTBa M Mepbl 3alUThl MHPOPMALMKU PEATU3YIOTCs Ha COBPEMEHHOM TEXHMYECKOM YpPOBHE U
00OCHOBaHbI UIsl JOCTH)KEHUS! 3aJlaHHOrO ypOBHsi Oe30macHOCTHM HMH(pOPMALMM M IKOHOMHUECKOH
LenecooOpasHOCTH, a TakXKe COOTBETCTBYIOT YCTaHOBJIEHHbIM HOpMam M TpeboBaHMsAM 1O
OezonacHocTH MHPOPMALIMH.

5.12. Cneuuanuzauus 1 npopecCHOHANIU3M.

[Tpennonaraer npusjeueHre K pa3paboTke CPeACTB M peanu3audy Mep 3aluTel MHpOpMaLMH
CMELHAJIM3UPOBAHHBIX OpraHu3alumii, HauboJjiee MOArOTOBIEHHBIX K KOHKPETHOMY BHUIY AEATEbHOCTH
no obecreueHuo 6€30MacHOCTH HHPOPMALIMOHHBIX PECYPCOB, HMEIOLIHX OMbIT NPAKTUYECKOH paboThI
M TOCYIApCTBEHHYIO JIMLEH3MIO Ha TMPaBO OKaszaHus ycayr B 2310l obnactu. Peanusauus
aJIMHHHUCTPATUBHBIX MEP M OJKCIUIyaTallMsl CPEACTB 3alUMUTbl OCYIIECTBISAETCS MPOPECCHOHAIBHO
MOArOTOBJICHHBIMM CTIELIHAJINCTAMH 3aLUThI HHpOpMALUK Y YpeskaeH s

5.13. O6s3aTeNIbHOCTL KOHTPOJIS.

ITpeanonaraer 00s3aTeILHOCTb M CBOEBPEMEHHOCTD BbISIBICHHS M MPECEYEHUs NONBITOK HapyLUIEHHs
YCTaHOBJICHHBIX MpaBuji obecrnieyenns 6ezonacHocTi HHGOpMaLMH.

KoHTpoJsib 3a fesTesbHOCThIO TI000r0 MOJb30BaTeNsd, KaXKI0ro CPEACTBA 3allUThl U B OTHOLIEHHH
mo6oro oObeKTa 3aLUThI OCYLIECTBIISIETCS] HA OCHOBE MPUMEHEHUsI CPE/ICTB ONMEPaTUBHOIO KOHTPOJIA 1
perucTpaly U OXBaThIBAET CAHKLIMOHUPOBAHHbIE U HECAHKLIMOHMPOBAHHbIE AEHCTBHUS 110JIb30BATENEH.
BrisiBneHHble paboTHHKaM# YUupekaAeH!sl HeAOCTaTKH CHCTEMbI 3allMThl MHPOPMALIK NOBOAATCS 10
CBEJIEHMSI  HENOCPeACTBEHHOro pykoBoautess. (O  CyLIECTBEHHBIX HENOCTATKaX CooOmaeTcs
PYKOBOANTEMO YupexKIeHuUs.

V1. Mepbi, MeToAbI H CpeAcTBa ofecrnedeHusi HHPOPMAUMOHHOH 6€30NacHOCTH.

6.1. Mepsb! obecnieyernst tHGOPMALIMOHHOI O€30MacHOCTH.

6.1.1. 3akoHopmaTenbHble (MpaBOBbie) Mepbl obecrneueHus MHPOPMALMOHHON Oe3omacHoCTH K
MpaBoBbIM MepaMm obecrieueHusi HWH(GOPMALMOHHON 0€30MacHOCTH OTHOCATCS ACHCTBYHOLLNE B
Poccuiickoit Denepannu 3akOHOAATENIbHbIE U MHbIE HOPMATHBHBIE AKTbI, PErJIAMEHTHPYIOLIME MPaBHIa
obpaienus ¢ uHpOpMaLMel, 3aKperuisioLe npasa u 00A3aHHOCTH YYaCTHUKOB MH(POPMALMOHHBIX



OTHOLLIEHHI B poLiecce ee 00paboTKK 1 MCMOJIb30BaHUS, A TAKIKE YCTaHABJIMBAIOLIME OTBETCTBEHHOCTh
3a HapylweHus 9Tux npasuil. I[IpaBoBeie Mepbl obecnevennss MHGOPMALMOHHON O€30MacHOCTH HOCST
yNpexaalomui, npopuaakTHieckuii xapakrep 1 TpeOyIOT MOCTOSIHHOI Pa3bsCHUTENBHOI paboThl ¢
M0JIb30BATENAMU M 00CTY)KMBAIOLMM MEPCOHATIOM HH(POPMALIMOHHBIX CHCTEM YUpeKIEHHUS.

6.1.2. Texnonoruueckue mepbl obecnevyeHust HHGOPMALIMOHHOI 6€30MacHOCTH K JAHHOMY BHAY MEP
obecnieyenns: MHGOPMALMOHHOI 0€30MaCHOCTH OTHOCSTCS TEXHOJOIMYECKHE PEIleHUs] W TPHEMbI,
HarpaBJieHHblE HA YMEHbLIEHHE BO3MOXHOCTH COBeplIeHHs paboTHHKaMu OWMOOK M HapylueHHil B
paMKax MpefoCTaBJIEHHbIX UM MPaB 1 MOJHOMOYHIA.

6.1.3.  OpranuzauvoHHble  (aAMHHHUCTPATHBHbIE) Mepbl obecneueHust  HMHPOPMALIHOHHOM
HezomacHocTH.

OpranuzaunoHHble (aAMMHUCTPATHBHBIE) Mepbl obecrneueHnss HHPOPMALMOHHOI Oe3omacHoCTH —
3TO  Mepbl OPraHM3aLMOHHOIO XapakTepa, PerjJaMeHTHPYIOLIME MNpPOLecchl (QYHKLIMOHUPOBAHUS
cucrteMbl 00pabOTKM HAHHBIX, HCMOJNL30BAHME €€ PEecypcoB, eATeIbHOCTb OOCIY)KHBAIOLIErO
nepcoHaa, a Takoke MopsaoK B3aUMOAEHCTBUS MOJb30BaTENEH C CHCTEMOI TakuM 00pa3om, uToObl B
HaubonbLIel CTeNneHn 3aTPYAHUTD WM UCKITIOUNTb BO3MOXKHOCTD Peau3aLum yrpo3 6e30mnacHOCTH MK
CHU3UTb pa3Mep MnoTepb B ciydae X peanuzauuu. OpraHn3auMOHHbIMM (AAMMHHMCTPATHBHBIMH)
mepamu obecriedenust MHGOPMALMOHHOI O6€30MacCHOCTH SBJISIOTCS:

- periaMeHTauus JOCTyNa B 34aHHe YUpPeKaAeHHs;

- peryjiaMeHTaLus Oonycka pabOTHUKOB K MCMOJIb30BAHNIO HH(POPMALIMOHHBIX PECYPCOB,;

- aHanu3 TpeDOBaHMI K 3JIEMEHTaM CHCTEMbl Ha OCHOBE 3asBOK IMOJIb30BaTENEH Ha 00CHyKHUBAaHUE M
Moar(UKaLUIO annapaTHbIX U IPOrPaAMMHBIX PECYPCOB;

- obecrieyeHue M KOHTPOJb (PU3MYECKON LENOCTHOCTH (HEM3MEHHOCTH KOH(HUrypauuu) CpeacTs
BbIYMCITUTEIbHON TEXHUKH;

- oOyueHue nosb3oBareneit; AesTeabHOCTh 10 o0ecrneueHno MHPOPMALIMOHHOI 0e30MacHOCTH,

- ycnoBust 00paboTku MHPOPMALIMOHHBIX PECYPCOB KOH(PHUAEHLIMAIBHOIO XapaKkTepa, OTBETCTBEHHOCTh
32 HapyLUEHHs YCTAHOBJIEHHOTO MOPsAKA MOJIb30BaHUS MHOOPMALIMOHHBIMH pecypcaMu YupekIeHHs.

6.1.4. dusuyeckue mMepol odecredenst HHPOPMALUOHHOH Oe30MacHOCTH.

duznyeckue Mmepbl obecriedeHuss MHPOPMALMOHHON 0€30MacHOCTH OCHOBaHbI HAa MNPUMEHEHHH
MEXAHUYECKHX,  JJIEKTPOHHBIX WM  3JIEKTPOHHO-MEXaHHUYECKHX  YCTPOMHCTB,  CHeLHajbHO
MpeHA3HAYEHHBIX Ul CO3AaHUs (PU3NYECKUX MPENATCTBMII HA BO3MOXHBIX MyTAX MPOHMKHOBEHHs U
NOCTymNa MOTEHLHANbHBIX HapyLIMTENeH K 371eMeHTaM WH()OPMALMOHHBIX CHCTEM M 3allHIIAeMOil
MHpOpMaLIHH.

6.1.5. Texuuueckue mepbl obecrnedeHns: HHGOPMALIMOHHOIT He30MacHOCTH.

TexHuueckue (anmnapaTHO-NpoOrpaMMHbie) Mepbl obecriedeHnss UHOOPMALMOHHOIT Ge3omnacHoCTH
OCHOBAHBI Ha MCMOJIb30BAHNH JJIEKTPOHHBIX YCTPOHCTB M CMELMAbHBIX MPOrPaMM M BbIMOJHAIOLLMX
(caMOCTOSITENBHO WM B KOMIJIEKCE C JAPYTMMM CpencTBaMiu) QyHKLMH 3amuThl (MISHTHGHKALMIO 1
ayTeHTU(UKALMIO TONb30BATENeH, pa3rpaHuyeHue JOCTyna K pecypcam, PErucTpauuio CoObITHI,
kpunrorpaduyeckoe 3akpbitue MHGopmMaLmn).

VIIL. OcobennocTu 06paborku nudopmauun, coaepkauieii nepcoHaIbHbIE JaHHbIE.

7.1. Bce mnepcoHanbHble AaHHble CyObekTa YupekaeHus CleayeT MojyuaTb Yy HEro camoro
(nns obyuarommxcss YupexxaeHusi OT poAMTeNei — 3aKOHHbIX npencrasureneit). Ecin nepconanbHble
JIaHHbIE BO3MOXHO MOJIYYUThb TOJBKO Y TPETbE CTOPOHBI, TO CYOBEKT MEPCOHANbHBIX AHHBIX NOJDKEH
ObITh yBenOMIIeH 00 3TOM 3apaHee 1 OT HEro J0JKHO ObITh MOJYYEHO MUCbMEHHOE COracHe.

JIO/MKHOCTHOE MU0 YUpesKAeHHUs JOJDKHO COOOIINTL CyObeKTY MepCOHANbHbIX JaHHBIX O LIEJX,
MpeanojaraeMbIX MCTOUHMKAX M CMOCO0AxX MOJyueHHst MEPCOHANbHBIX JAHHBIX, @ TAKIKE O XapakTepe
noanexkawux noayyeruto [1/] n nocnencTeusix orkasa qaTh NMCbMEHHOE COTJIACHE HA MX TMOJyYEHHE.

7.2. YupexneHue He MMeeT IpaBa nojy4atbh M obpabaTbiBaTh JaHHbIE CyOBEKTa MEPCOHANBHBIX
JAHHBIX O €ro PacoBOi, HALIMOHAJILHOI MPUHAMIEKHOCTH, MOJUTHYECKUX B3IUIAAaX, PEAUTHO3HBIX
wi punocodekux yoexkaeHnsIX, COCTOSIHUH 3/J0POBbs, YaCTHOI *13HM, B ciyuasx, HENnocpeacTBeHHO
CBSA3aHHBIX C BOMPOCAMHM TPYAOBbIX OTHOLIEHHIH, B COOTBETCTBHH €O CT. 24 Koncturyuun Poccuiickoii
Denepaunn paboronartenb BOpase nojy4yaTbh U 00padaTbiBaTh JaHHbIE O YACTHOM KU3HM pabOTHHKA
TOJILKO € €ro MUCbMEHHOTO COTJIACHSI.



7.3. CyObeKT nepCcoHalbHbIX NaHHBIX CAMOCTOSITENIbHO MPHHUMAET PELIEHHE O MPEeaOCTaBAEHHH
CBOMX MEPCOHAJIbHBIX NaHHbIX W Ja€T corjacue Ha ux oopadboTky.

7.4. ObpaboTka yKa3aHHbIX AAaHHbIX BO3MOXKHa 0e3 ero corjacusi B COOTBETCTBHM CO CT.6
DenepanbHbIM 3aKk0HOM 0T 27.07.2006 Ne 152 «O nepcoHanbHbIX JaHHBIXY.

7.5. Cornacue Ha 00pabOTKy MepcoHaIbHbIX JaHHBIX O(QOPMJISIETCS B MMCbMEHHOM BH/IE.

7.6. IlucbmenHoe cornacue Ha 00paboTKy CBOMX NMEPCOHANBHBIX JaHHBIX JIOJDKHO BKIIKOYATh B ceOsi:
- (hamuMIo, MMSI, OTHYECTBO, afipec CyObeKTa MepCOHANbHBIX AaHHBIX, HOMEP OCHOBHOIO JOKYMEHTA,
YAOCTOBEPAOLIETO €ro JUYHOCTb, CBEACHHUA O NATE€ BblAa4YHM YKAa3aHHOI'O JOKYMEHTA M BbIAABLIEM €ro
opraHe; HauMeHoBaHue ((paMMIIHMIO, MMs, OTHYECTBO) M aJApec OnepaTopa, MOJyHarIero corjacue
cyObeKTa nepcoHalbHbIX JaHHBIX; Leb 00paboTKH MepcoHaNbHbIX JaHHbIX, MepeueHb NepCOHabHbIX
NAaHHBIX, Ha OOpabOTKy KOTOpPBIX HAaeTCs coryacue cyObekTa MepCcoHalbHbIX AAHHBIX, MEepPeueHb
NEHCTBUII C MEepPCOHANBHbIX NaHHBIX HA COBEpLIEHHE KOTOPBIX AaeTcsi coryacue, oduiee onucaHue
MCIONIb3YEMBIX ONMEPATOPOM CNOCOO0B 00pPabOTKU MEPCOHANBHBIX AAHHBIX; CPOK, B TEHEHHE KOTOPOro
NENCTBYET COTrjiacue, a TAKXKe MOPSAOK €ro OT3bIBa.

7.7. Cornacne Ha 00OpaboTKy MEpPCOHANbHBIX MOAHHbIX MOJKET ObITh OTO3BaHO CYyOBEKTOM
MEePCOHAJIBHBIX AAHHBIX MO MMCbMEHHOMY 3arpocy Ha UMs IHPEeKTOpa YupeKaeHus.

7.8. CyObeKT nepcoHalIbHBIX NAHHBIX HMMEET MPaBO Ha MoJiydeHue cieayroieii nHpopmaumuu:

- CBEZIEHUsI O JIMLAX, KOTOPbIE UMEIOT AOCTYI K MEePCOHAJIbHBIM JAHHBIM HJIH KOTOPBIM MOJKET ObITh
[PENOCTABJIEH TaKOil AOCTyI, nepedeHb oOpabaThiBa€MbIX MEPCOHANBHBIX JAHHBIX M MCTOYHHK MX
noJtyueHust; Cpoku o6pabOTKM MEePCOHANBHBIX JAHHBIX, B TOM YHUCJIE€ CPOKH MX XPAHEHHS,

- CBEIEHUS O TOM, Kakue IOpPUINYECKHE MOCIEACTBUA s CyObeKTa NepCoHaNbHbIX AAHHBIX MOXKET
riosJjeyb 3a coboii 06paboTka ero nepcoHaNbHbIX JaHHbBIX.

7.9. CyObekT mnepcoHajlbHBIX AaHHbIX  BrIpaBe TpeOOBaThH OT OrepaTopa YTOUHEHHS CBOMX
MEePCOHAJIbHBIX AAHHBIX, X OJOKHPOBAHHS WM YHUUTOXKEHHs! B Clyyae, €CJIM NMePCOHAIbHbIX JaHHBIX
SIBJIAIOTCS] HETIOJHBIMH, YCTApPEBIIHMH, HEOCTOBEPHBIMH, HE3aKOHHO MOJYYEHHbIMH HIIH HE SABJAIOTCS
HeOOXOOUMBIMU JUIs 3asIBIIEHHOIT Liesi 006paboTK.

7.10. CBenenus O NMEePCOHANBHBIX AAHHBIX JIOJDKHbBI ObITh MPEIOCTaBIEHbI CYyOBEKTY MEPCOHAIbHbBIX
JAHHBIX OMEPaTOpOM B AOCTYMHOI GOPME, U B HHX HE AOJIKHBI COAEPIKATHCS B MEPCOHAJILHBIX TAHHbIX,
OTHOCALIMECS K APYrUM CYOBbEKTaM NepCOHANIbHbIX IaHHBIX.

7.11. Toctymn k CBOMM NEPCOHAJIbHBIM JAHHBIM TMPENOCTABIAETCS CYOBEKTY NMEPCOHANbHbIX NAHHBIX
MM ero 3aKOHHOMY TPEICTaBMTEN0 OMepaTopoM MpH IMOJyYeHHH MHUCbMEHHOrO 3ampoca cyObekTa
MEPCOHAJbHBIX NAHHBIX MJM €ro 3aKOHHOro mpencraButesst. [TMcbMeHHbIH 3ampoc no/mkeH ObITh
a/lpecoBaH Ha MUMsl IMPeKTOpa YUpekaeHUs WK YITOJHOMOYEHHOTO PYKOBOAUTEIEM JIMLO.

7.12. Cybbexr B mpaBe oO)ajoBaTb B YIOJHOMOYEHHbIH OpraH Mo 3auuTe MpaB CyObEeKTOB
MEPCOHANBHBIX NAaHHBIX MM B CyAeOHOM TMOpsiiKe HEemnpaBOMEpHbIE NEHCTBUS MM Oe3neiicTsus
MePCOHANBHBIX JAHHBIX AOKHOCTHBIX NI YupekaeHus npu o6paboTke 1 3alinTe ero nepcoHaabHbIX
JAHHBIX.

VIIIL. O6s13aHHOCTH M NPaBa A0JIKHOCTHBIX JIMIL.

8.1. PykoBomurens VYupexaeHus opraHusyer paboTy [0 TOCTPOEHHIO CHCTEMbl 3aLIMThbl
MH(OPMALIMOHHOI cucTeMel. B yacTHoCTH:
- Ha3Ha4aeT OTBETCTBEHHOrO 3a OPraHM3aLMI0 3aIUTbl HHGOPMALMM M3 YHUCIA COTPYAHHMKOB
YupexneHus;
- YTBEPIKIAET KPYT JIML, MMEIOLIMX AOCTYI K 3aLiiaeMoii nHGopMaLni U nopsaok ux padboTsr,
- YTBEP)KIAAET KOMIUIEKT JOKYMEHTOB, ONPEAEAIOLNX MOJHTHKY B OTHOIIEHHH 3alMTbl HHOPMaLHH
B YYPEKAEHWUH, a TaKXKe JIOKAJbHbIE aKThl, YCTAHABIMBAIOLIMX TPOLEAYPhl, HANPaBJCHHbIE Ha
MpenoTBpaLleHne U BbIsiBIEHHE HapyLIeH I 3akoHoaTenbcTBa Pd.

8.2. OrBeTcTBEeHHbIN 3a 3aLUTy HHPOPMALIMH:
- paspabaTbiBaeT OpraHM3aLHOHHO-PACTIOPSAUTENIbHBIE JOKYMEHTBI 0  BOMPOCaM  3aLIMThI
nHpopmanuu npu e€ odpaboTke ¢ MOMOLILIO MHPOPMALMOHHO CHCTEMBI,
- KOHTPOJIMPYET MCMOJHEHUE MPUKA30B U PACTIOPSKEHUH BBILIECTOSILIMX OPraHM3aLMil 1o BONpocam
obecneuenus: 6e3onacHocTH MHPOPMALIMHU;
- obecnieunBaeT 3auTy MHPOPMALIMK, LHPKYJIUPYIOLIeH Ha 0ObeKTax nHPpOPMATH3ALIIK;



- NMPOBOAMT CHCTEMATHYECKHI KOHTPOJb paboThl CHCTEM 3alUMThl MHPOPMALIMH, NMPUMEHSEMbIX B
MH(POPMALIMOHHON CHCTEME, a TAK)KE 32 BbINOJHEHHEM KOMIJIEKCA OPraHU3aLHOHHBIX MEPOTIPHUATHIT 110
obecneuennto 6esonacHocT nHGopmaLny;
- IIPOBOJIMT MHCTPYKTAX MOJb30BaTeeil HHPOPMALIMOHHOI CHCTEMBI,
- KOHTPOJIMPYET BbIMOJIHEHWE aAMHUHHUCTPATOPOM HHMOPMALMOHHOI CHCTeMbl OOsI3aHHOCTEl MO
obecneueHni0 (QYHKLUHMOHMPOBAHMS CHCTEM 3alnTbl MH(OpMaumu (HacTpoiika M COMPOBOMKACHHE
TMOJACUCTEMbI YMNpaBJIeHHs JOCTYNOM [0JIb30BaTeNs K 3allMIaeMbiM MH)OPMALMOHHBIM pPecypcam
MH(OPMALMOHHOMH CHCTEMbl, AHTHBUPYCHAS 3ALLNTA, PE3ePBHOE KOMMPOBAHWE JAHHBIX U T.11.);
- KOHTPOJMPYET MOPAAOK YU€Ta U XPaHEHHUsI MALIMHHBIX HOCUTENEH KOH(PHACHLMAaNbHOI MHPOpMaLHH,
- yuyacTByeT B paboTax MO BHECEHMIO HM3MEHEHHMi B amnnapaTHO-MPOrPAMMHYK KOHGUIYpaLHio
MH(pOPMALIMOHHOI CHCTEMBI;
- onpenensieT MOPANOK H OCYLIECTBJISIET KOHTPOJIb PEMOHTA CPEICTB BbIMHCIHTENbHON TEXHHUKH,
BXO/SILLMX B COCTaB MH(OOPMALIMOHHO CHCTEMBI;
- NPHHUMAET Mepbl MO ONEepaTHBHOMY W3MEHEHMIO MapoJieil NMpH yBOJbHEHMH WJIM TepeMeLleHHH
COTPYAHUKOB, HMEBILIUX JOMYCK K MHPOPMALIMOHHOH CHCTEME;
- TpebyeT yCTpaHeH!s BbISIBJIEHHBIX HAPYLIEHUI U HEJOCTATKOB, AaeT 00s3aTesbHbIE ISl HCTIOJIHEHUS
yKaszaHus 1o Borpocam obecrnedeHus NoJoKeHuit MHCTPYKLUMIA MO 3aiuTe nHpopMaLmu,
- TpebyeT OoT pabOTHUKOB MpPEACTABICHHS MUCbMEHHBIX O0OBSICHEHHIT MO (haKkTaM HapyLIEHUs pexuMa
KOH(PUAECHHATBHOCTH;
- B Cjly4a€ BbISBJIEHHS TONBITOK HECAHKLIMOHMPOBAHHOIO AOCTYMa K MH(OPMALMMU WM TOMBITOK
XHUILEHHs, KOMMPOBAHMUS, N3MEHEHMUS, HE3aMeUITUTENIbHO MPUHUMAET Mepbl IPECeYeHUs U JOKJIaAbIBaeT
PYKOBOJUTENO YUPEKACHUS,
- 00 uMeIoIUXCSs HEeNOCTaTKaX M BbISBJIGHHBIX HapylIeHMsX TpeOOoBaHWIl HOPMATHBHBIX
M PYKOBOASIUMX HOKYMEHTOB TNO 3amuTe HHQOpPMALMH, a TaKKe B YCTAHOBJEHHBIE CPOKH
MOArOTABIMBAET HEOOXONMMYH) OTYETHYK [JOKYMEHTALMI0O O COCTOSIHMM paboT Mo 3amure
HpOpMaLIMH.

8.3. HecooTBeTcTBHE Mep YCTAHOBJEHHbIM TPeOOBAaHHMSM MJIM HOPMaM MO 3aiure MHPOpMaLmi,
SIBJIACTCS HAPYLIEHUEM | BJIeYET aZIMUHUCTPATHBHOE HAaKa3aHNWe OTBETCTBEHHBIX JIUL B COOTBETCTBHUM C
3aKOHOAATeNbCTBOM PD.

IX. 3akaouuTe/ibHbIe MOJIOKEHHUS.

9.1. Ilonoxkenne BCTynaer B CUJTy C MOMEHTA €r0 YTBEPKACHMUS.

9.2. IlonoxxeHue sBAAETCS JIOKAJbHBIM aKTOM YupekaeHus. BHeceHne n3MeHeHuil U A0NOJHEH I
B [TosioykeHHne OCYIECTBIACTCS B MOPSIJIKE €ro MPUHATHSL.

9.3. Hacrosiuee ITosoxeHnne MokeT ObITh H3MEHEHO (IOTMOJHEHO) JIOKATbHBIM aKTOM YupesIeHus.
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